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Abstract

As internet service based on IT is widely used, data spill issue is on the rise. 

Biometrics technology has an advantage of low risk about loss or theft compared to the 

existing security system. This study explores applying skin spectral patterns as a 

biometric feature, based on the ideas that photons contain optical information during 

traveling in the skin. We observed patterns difference by ambient light, water content of 

skin, hand gestures, both left and right wrists and air gap existence between light source 

and skin surface. Classification of 15 subjects using skin spectral patterns and 

reproducibility experiments are also performed. All of data is classified by SVM. As a 

result, it is shown that patterns had no effect by ambient light or water content, and skin 

patterns have their unique biometric properties in that EER in 940 nm was under the 0.05.

However, lack of reproducibility was an obvious problem for biometric use. Therefore, 

studies about location correction and variables control should be followed. Skin spectral 

patterns will be convenient and portable security system when the reproducibility is 

guaranteed. 

Key words: security certification, authentication, biometrics, tissue optics, multi-

spectral skin photometrics (MSP), SVM classification, FAR, FRR, EER
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Chapter 1 Introduction

The personal authentication means a decision procedure to identify which a person 

(or the thing) is registered or declared. In IT field, identification is specified as secured 

log-in information checking procedure in multi-user system or network operating system. 

Personal identification has been developing with internet service as quantity of online 

personal information exposed to unspecified individuals is increasing due to rapid growth 

of Fintech and IOT market based on internet technology. Victims of cybercrimes are

broadening worldwide currently because cyber criminals abuse their spilled personal 

information (Figure 1.1) [1-3]. For instance, millions of people were deprived of their 

data from multinational corporations (Target, Home Depot, Staples, SONY) through 

hacking incidents, and National Security Agency (NAS) reported that Google, Yahoo data 

center was damaged by hacking attacks while NAS collected the data to prevent terrorism 

and scanning cybercrime. These accidents bring out weakness of information security and 

make people worry about [4,5]. In practice, corporations resign to pay more than $ 368 

million for information security (in 2015) [6], and the number of victims suffering data 

spill are 17 million (7 % of age 16 and over) in the USA. Two thirds of the victims 

underwent a financial damage and 14 % of cash loss victims were damaged more than $ 8 

million [7].
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Personal information causes serious social problems [8-10], thus development of 

secure certification system is essential to prevent online information from spilling out or 

cybercrimes. Since worldwide companies and laboratories have studied certification

technologies to improve security performance, security identification technology is 

getting more accurate, various and simple. The types of certification systems are roughly 

categorized as methods based on knowledge, possession, multi factors and biometrics

(Table 1.1). Each method has its strong and weak points [11]. Among them, biometrics 

has been focused by virtue of its advantages: non-sharable, no risk of loss and theft, copy 

impossibility of spoofing, so various features from human body have been developed. 

Figure 1.1  Types of identity thefts [7]
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Biometrics means “Life measurement”, but this term is universally accepted as

classification way using personal unique physical features. A lot of organizations believe 

that biometric system reduces damage of cybercrimes because online fraud aggravated 

damages by converting the accounts obtained from phishing or malware into cash, 

invading mobile space using technically manipulative way [12]. However, incidental 

systems like password are needed although biometrics use as major security identification, 

the faith that biometrics is ultimate solution of cybercrimes is the fallacy. Additionally, 

since old legacy system would be used in the future, it is not easy to alter security systems 

into biometrics at once [13]. Nevertheless, the reason of continuous biometrics research is 

that biometrics has high security levels and easy way to use without inconvenience of 

memory or possession.

Table 1.1  Types of certifications [11]

Section Method case Characteristic

Methods based on knowledge

User ID Share possibility exists

Password Guess possibilities exists

PIN Easily forgotten

Methods of the property

card Share possibility exists

Key etc.
Copy possibilities

Risk of loss

Method by multi factors ATM card + PIN
Share possibility exists

Number written on the card

Biometric method

Fingerprint Sharing impossible

Face Low False Rejection

Iris etc.
No risk of loss

Inability to replicate
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Furthermore, biometric technology is increased its confidence as improving 

hardware performance such as camera, mic and sensors and software algorithms 

analyzing information from sensors. This improvement makes technical costs and device

size smaller. Above all, as location storing bio-information of clients goes over from 

company-owned server to personal storage and safe technology for data preservation is 

developed, customer repulsion will be moderated [14].

Biometrics distinguishes users as following two ways: identification and verification. 

Identification compares collected information with existing database. Identification 

method is useful for determination person who has unknown identity. Verification is the 

way to determine the truth by comparing bio-data to stored value previously. Biometrics 

proceeds to 5 steps of enrollment, data storage/management, measurement, 

Authentication, an object integration (Figure 1.2). 

When the user provides his or her information once, administrator makes obtained 

Figure 1.2  Process of enrollment and measurement in biometrics



５

data into reference template and stores to the database. Authentication could be decided 

by comparing later data with reference template in storage [15]. Personal properties for 

biometrics are fingerprints, face, palmprints, hand geometry, thermal images, voice, 

signatures, vein, typing keystroke dynamics, retina and iris. Usable range of biometric 

security system has been wider by considering those of advantage and disadvantage of 

each property, such as access control, PC access, identification in e-commerce, credit card 

or financial transaction, biometric passport and pensions [16].

As a result of biometrics applications growth, the multimodal biometrics systems are

also shown in security market. Multimodal biometrics means making use of more than 2 

sources at the same time [17]. Existing single biometrics has flaws in respect of noisy 

sensor data, non-universality, lack of individuality, lack of invariant representation and 

susceptibility to circumvention apart from spoofing risk. Multimodal systems not only 

cover those weak aspects of single source but also 1) elevate system capacity, 2) increase 

accuracy and 3) prevent template loss by saving two features in database. Moreover, 4)

specialty problems (i.e. 15 % of the population have no proper fingerprint used for single 

biometric system [18]) can be solved with this several properties [19-21]. For example,

Samsung and California State University, Fullerton applied face-voice recognition system 

called Proteus in Galaxy S5 in 2015 and the security level of this algorithm is much 

higher than applying face or voice recognition system respectively [22].

Addition of multispectral image (MSI) on multimodal systems prevents from signal 

fluctuation at condition variance or spoofing. MSI is defined as the image data from 

specific frequencies of electromagnetic spectrum. Wavelength is separated by filter or 

some devices sensitive to specific wavelength, which involves beyond the visible light 

range (400 - 750 nm) such as infrared (750 – 1400 mm) [23]. MSI provides more 
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information than single modality because of extracting a different biometric data by 

wavelength. Therefore, security engineers try to apply MSI method on following various 

biometric systems for anti-spoofing. Existing iris recognition systems operate with 

narrow range of near infrared (NIR) spectrum (750 – 1400 nm). But multispectral iris 

recognition researches are developed actively since quantity and dispersion of melanin 

are regarded as another iris texture represented in shorter time [24-26]. The top field 

applying MSI technique most is fingerprint recognition. MSI fingerprint have three 

advantages: acquisition images of disappeared fingerprint on skin surface by presenting 

anatomical features equal to surface fingerprint, acquisition effective data under skin 

dryness, topical contaminants, poor contact between sensors and fingers, wet fingertips,

bright ambient light. Also, MSI sensors can distinguish real fingertips from an imitation

made of other materials [27]. MSI is widely used in face recognition. In several studies,

researchers try to improve more precise authentication performance considering

multispectral face images as multimodal system data [28-30]. Palmprint used with MSI is 

multispectral whole-hand biometrics system. This system provides fingerprint features

and palmprint information simultaneously as well as fusion system of palmprint and palm 

vein by multispectral image acquisition [31-34].

Above multimodal system, some experts study MSI skin data to analyze skin optical 

properties or develop new biometric features. Miriam M. et al. studied whole body MSI 

imaging as authentication data with X-ray and infrared in addition to visible wavelength

[35], Rowe R. et al. exploit MSI biometrics for skin tissue using linear optical 

spectroscopy [36]. Because MSI studies have been focused as accessorial method to 

remedy biometric feature’s shortcomings, application sites of human body are limited to 

fingertips, iris, hand etc. Moreover, multispectral characteristics of skin need to be 
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researched more on account of aspects that skin contains personal unique information. 

In this study, MSI as supportive method in biometrics is applied for a single 

identification technology to determine optical properties of the inner skin and observed 

possibility to simple anti-spoofing security system. Also, body site applied in this 

research is inner wrist for wristwatch-shaped wearable devices. In spite of individual 

feature difference such as components, location and density, skin spectral data is much 

influenced by a lot of variables. Therefore, relationship between skin optical data change 

and variables is observed through this research. Fabrication of module to measure the 

optical properties of skin and 1 - dimensional LED matrix composed of NIR, red, green, 

blue, yellow wavelength for experiments by wavelengths were performed. Photodiodes in 

LED matrix measured intensity of light reflection and scattering from inner skin. Data is 

obtained under the condition controls such as wavelength, water content of skin, ambient 

light power, left and right wrists. Individual optical skin properties differences and data 

variations by variables are observed in experiments.

Chapter 1 states basic tissue optics theory, novel biometric techniques called multi-

spectral skin photometrics (MSP), wrist and skin tissue anatomy to consider when 

developing wristwatch wearable device security system. Lastly, pattern recognition theory 

and biometrics error rates are addressed for applying achieved data to personal

identification.
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1.1 Tissue Optics

Light is an electromagnetic (EM) wave. EM waves are categorized as ionizing 

radiation, ultraviolet, visible, infrared, microwaves and radio waves according to 

frequency (Figure 1.3).

EM waves have wave - like properties and particle - like properties simultaneously, 

so light shows seemingly opposite features: wavelengths and discrete energy packets, 

photons.

Biological tissue is optically inhomogeneous and absorbing media, and refractive index 

of skin is higher than air. Due to this property, some of the lights are reflected and the rest 

of them penetrate into the tissue, called Fresnel reflection, in air-tissue interface [37].

Generally, molecules include charges and charges react with EM field, after all light is 

EM wave [38]. Light causes multiple scattering and absorption in inside of tissue and 

Figure 1.3 The electromagnetic (EM) spectrum
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then finally disappears. So the light propagation in inner tissue depends on the scattering 

and absorption properties such as size, shape and density of tissue components (cell, cell 

organelles and various fiber structures) [39]. Absorption occurs if photon frequency 

matches of which energy transition of molecules. Each electronic energy level is related 

with vibrational energy levels. Absorption of ultraviolet (UV) and visible light causes

transition between electronic energy levels. Absorption of infrared wavelength leads to

transitions between vibrational energy levels. Scattering means the change of propagation 

direction or energy of wavelength by a molecular specificity. Photon pathway is hard to 

be figured out because photon which penetrates tissue changes the propagation direction

repeatedly owing to difference refractive index whenever faced with interface. Bulk 

movements of photon are reported to be “banana shape” however, (Figure 1.4) and 

penetration depth depends on the light property since absorption and scattering coefficient

of tissue fluctuate with wavelengths. Finally light travels banana-shaped pathway with 

different penetration depth by wavelengths in tissue [40,41].

Figure 1.4 Bulk movements of photons by different distance between emitter and 
detector
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1.2 Multispectral Skin Photometrics

When the light is exposed to human skin, two components are observed: specular or 

interface reflection component Ls, diffuse or body reflection component Lb [42]. Ls is 

generated in one direction on the surface that incident light and surface normal are

coplanar, which degree of incident light and reflected light is the same as surface normal

(Figure 1.5). 

Figure 1.5 Propagtion of light faced with skin
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Partial light penetrates into the skin. In the body, light keeps reflection and refraction 

at the interface with different refractive index. Partial light penetrates into the skin. Light 

keeps reflection and refraction at the interface with different refractive index. Again, 

small part of refracted light returns surface, come out from the body and creates the 

diffuse reflectance component Lb. Ls and Lb include individual skin color and other 

peculiar biological information[43]. Incident light is reflected only 5 % at the skin surface, 

absorbed 95 % by transmission or scattering [44]. Absorption is occurred primarily by the 

components of blood like hemoglobin, bilirubin and β - carotene. Epidermis and

hemoglobin absorbs most of the incident light. Water and collagen substances also absorb 

but they do not affect seriously in the visible wavelength [45]. As shown in Figure 1.6

[46],melanin in epidermis absorbs most of the blue light until ~ 470 nm. melanin in 

Figure 1.6 Absorption specturm in tissue [46]



１２

epidermis absorbs most of the blue light until ~ 470 nm. Also, hemoglobin absorbs green 

light until ~ 525 nm and red light until ~640 nm. Not shown in Figure 1.6 but 850 nm 

near - infrared (NIR) is used to identify for papillary dermis.

Skin penetration depth of light depends on the wavelengths. UV light absorbed or 

reflected over 90 % in epidermis and the longer wavelengths, the deeper penetration. But 

the wavelength is beyond NIR range, penetration depth shortens again and 100 % 

absorption-reflection in 10,600 nm range (Figure 1.7). When the proper light is exposured 

to the skin using difference of penetration depths by wavelengths, photon transmitted 

surface comes out to the external skin including optical information by depths. 

Human skin is a complicated organ which consists of featured structures such as 

several layers, mixed chemicals, pores, sweat pores, capillary net. Even though all the 

people has skin but the each of organizations are different. Skin layers have various 

Figure 1.7 Skin penetratinon depths by wavelenths
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features like thickness, interface sinuation, collagen tissue and elastic tissue, location and 

density of capillary net, etc. Each person is different not only the properties of chemicals 

constituting layers, but also cell size and density.

"Skin spectroscopy" technology recognizes the skin optical properties. Skin shines in 

the visible - NIR multispectral range (i.e., colors). Light is reflected back to surface and 

analyzed by its wavelengths after scattered in the skin. As light penetrates into skin, 

reflectance variability of wavelengths is analyzed and recorded to device which provides 

identification / authentication or process performs extracting optical patterns to compare 

with stored templates.

Optical signals are affected by chemical or other properties, so sensitive and 

relatively easy method is required to confirm the sample is living tissue. Optical 

properties of an artificial tissue or tissue made of compound are different from living 

human tissue. Likewise, missing or cut skin is changed rapidly its biochemical, 

temperature, distributions of body fluid which influence on optical signal. Spectral

biometric system is made up of three important parts: optical sensor, electronic parts to 

operate the sensor and algorithm or procedure to extract biological identification features 

from raw spectral data. Another skin recognition system uses high definition camera to 

capture the skin image and then an algorithm analyzes the skin properties like wrinkles, 

pores, structures and texture. 

Skin spectroscopy is suitable for dual biometric system theoretically because two or 

more high performance devices are required to measure the independent biometric 

features. Since method based on skin spectroscopy requires skin contact, fingerprints and

hand / finger geometry systems are compatible with skin spectroscopy especially. Skin 

patterns are considered body properties to recognize all the people including identical 
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twins whether distinguished by texture analysis algorithm or spectral analysis. 

This technology is of much safety from appropriation. It is too difficult to make 

exactly replicated skin samples which could pass all kinds of sensor tests because cut or 

synthetic tissue make different optical signals from living tissue Skin spectroscopy

technology is independent from physical, biological, cultural, religious problem. In 

addition, this system is able to make use of all the individuals with wide range of skin 

colors or ages. 

Certainly, skin recognition system cannot be applied to the users who wears hand 

gloves or face masks covering the skin. Also, appropriate distance is required from the 

sensor because distance makes identification fail even "standoff" measurement ability 

reaches advanced level. 

Some sensors are manufactured perfectly with combined consumption products 

using easy and comfortable way to ensure security and operated on almost skins. Low 

cost, high power, algorithm's processing and low memory requirement make skin 

spectroscopy apply to mobile devices [47].
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1.3 Wrist and Skin Anatomy

Wrist part represents its spectral feature easily because blood vessels, bones, tendons, 

ligaments, muscles and nerves are combined intensively. Crease exists on skin surface of 

the wrist result from movements of a lot of joints, proximal and distal wrist crease are in 

front of the wrist. Proximal wrist crease is part of distal radioulnar joint and distal wrist 

crease is located in distal carpal tunnel, so tuberculum ossis scaphoidei is palpated at 

radial side of distal wrist crease while flexor carpi radialis (FCR) is passed over this 

crease. Also, pisiforme is palpated at ulnar side of distal wrist crease and flexor carpi 

ulnaris (FCU) is passed over this crease. Palmaris longus (PL) exists in the middle of the 

wrist but PL is nonexistent in some cases [48]. Above these structures, palmar carpal 

Figure 1.8 Structures at front of right wrist [49]
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ligament covers inner wrist generally (Figure 1.8) [49].

Skin structures are classified 3 layers as epidermis, dermis and subcutaneous tissue

(Figure 1.9). Epidermis and dermis are divided into 6 layers, epidermis consists of 5 

layers such as stratum corneum, squamous cell layer, granular layer, prickle cell layer etc.

stratum germinativum, connective tissue layers exist in dermis. Sweat pores are located in 

epidermis layer. Dermis consists of sweat gland, hair follicle, sebaceous gland, arrector 

pili muscle, nerve fiber and blood flows through blood vessels in subcutaneous tissue [50].

Each of layers has typical thickness as follows (Table 1.2) [45].

Figure 1.9  Skin structure
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Table 1.32 Thicknesses of skin layers [45]

Layer Thickness (μm) g n μs (mm
−1

) Cmel CH2 O CbloodS H

SC 7–40 0.86 1.5 100 0 0.05 0 –
LE 80–100 0.8 1.34 45 0.1 0.2 0 –
PD 150–200 0.9 1.4 30 0 0.5 0.04 0.6 0.4
UD 80–100 0.95 1.39 35 0 0.6 0.3 0.6 0.45
RD 1400–1600 0.8 1.4 25 0 0.7 0.05 0.6 0.45
DD 80–120 0.95 1.38 30 0 0.7 0.14 0.6 0.5
SF 3000–8000 0.75 1.44 5 0 0.65 0.06 0.6 0.45

SC: Stratum corneum
LE: Living epidermis
PD: Papillary dermis
UD: Upper blood net dermis
RD: Reticular dermis
DD: Deep blood net dermis
SF: Subcutaneous tissue
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1.4 Pattern Recognition and Error Rate

Pattern recognition is defined as finding features out putting external information

into computer [51]. Extracted features are used in comparison to classified item in which 

included with certain pattern. Ability to classify trained data and test patterns is most 

important in pattern recognition system. “Class” means group categorized as same 

features and total number of class in certain issue is determined by the properties and 

topic. For instance, classification issue with respect to separate Korean and English letters 

is 2 classes task whereas recognition of English letters have 26 classes. Patter recognition 

method has two types: supervised recognition and non-supervised recognition. 

Pattern recognition is conducted as 4 stages such as data acquisition, pre-processing, 

feature extraction and classification, as follows (Figure 1.10). 

In pattern recognition, it is one of the most important issues how machine selects the 

optimal features used in classification. Feature extraction is crucial factor absolutely for 

classifier performance, so there are several standards to determine the best features. First, 

classifier should be implemented easily, secondly, unchangeable and independent from 

variables. Lastly, each class should be separated with clear properties. Good feature 

vectors to use include following 4 characteristics [52].

Discrimination: distinguishable with each representative value of different classes

Figure 1.10 Pattern recognition process
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Uniqueness: similar value in same classes

Independence: no relationship between features

Small numbers: too complicated feature vectors cause classifier performance drop 

Various algorithms determining how to classify using extracted feature vectors have 

been developed: decision tree learning, association rule learning an artificial neural 

network (ANN) learning algorithm, deep Learning, inductive logic programming (ILP), 

support vector machines (SVMs), cluster analysis, a bayesian network, reinforcement 

learning, representation learning, a genetic algorithm (GA). Support Vector machine is 

performed in this study.

Support Vector machine (SVM) is machine learning process widely used of data 

analysis and pattern recognition. SVM determines hyper plane indicating group with 

which data set is contained. Unlike other machine learning process, SVM has unique 

algorithm making hyper plane locate farthest from data set. Hyper plane could be several 

cases, the way to choose the best hyper plane is considering which has the highest margin 

among two classes. Margin means the distance between decision boundary and the closest 

sample. SVM determines hyper plane with max margin, so-called “maximum margin 

classifier”. 
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If the number of samples is ��� as group �� in Figure 1.11,

�� = (���, ���, … . . , ���)
� (1.1)

�� = �

���
���
���

� (1.2)

and y	means	the value of 2 classes.

�� ∈ {−1,1} (1.3)

Each �� is p dimensional real vector, �� is the value 1 or -1 indicating which class 

contains the group ��. Then decision boundary is given by

Figure 1.11 SVM visualization
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w ∙ x + b = 0 (1.4)

∙ means dot product, w is normal vector of hyper plane. Support vectors ��, �� of 

given hyper plane are defined as follows.

��:		�������	�����	��	ℎ����	�����	�����	����	��		�
�
= +1

��:			�������	�����	��	ℎ����	�����	�����	����	��		�
�
= −1

Hyper plane which have the same normal vector with given hyper plane and pass through 

�� is written as,

w ∙ x − b = +1 (1.5)

In a similar way, hyper plane passing through �� is

w ∙ x − b = −1 (1.6)

Margin of hyper plane means the distance between hyper planes passing through 

each support vector. Margin could be obtained as 
�

‖�‖
geometrically, the aim of SVM is 

maximizing this value.

SVM is linear classifier however, kernel function makes SVM create non-linear 

planes. Kernel functions induce classification in high – dimensional space by mapping 
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data set which linear classifier failed. Therefore, non-linear kernel classifier is required 

functions capable of map data from low - dimensions to high – dimensions. Types of 

kernel functions applied in this study are listed as below [53].

Quadratic & polynomial kernel

k��� , ��� = (�� ∙ �� + 1)� (1.7)

Gaussian Radial Basis Function kernel

k��� , ��� = exp �−���� − ���
�
� 		���	� > 0 (1.8)

Multilayer Perceptron kernel 

k��� , ��� = tanh	(���
��� + ��) (1.9)

In verification method, regular standards are essential to recognize pattern and

reference template are equal. Biometric system must allow access only if similarity score 

is higher than specific threshold. Theoretically, scores of imposter should be lower than 

client’s but some cases are not in practice. In this instance, biometric system represents 

errors.

There are following 4 cases to compare patterns with reference template. 

True positive (TP): classifying client’s pattern correctly

False positive (FP): accepting unconformable pattern

False negative (FN): rejecting matched pattern
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True negative (TN): classifying unconformable pattern not as client

In this study, 5 values are calculated to evaluate classifier: accuracy, specificity, 

sensitivity, false acceptance rate (FAR), false rejection rate (FRR): accuracy is the sum of 

the number of TP and TN divided by total trial, specificity is the number of TN divided 

by the sum of the number of TN and FP, sensitivity is the number of TP divided by the

sum of the number of TP and FN, FAR is the number of FP divided by the sum of the 

number of TN and FP and FAR is the number of FN divided by the sum of the number of 

TP and FN. When the threshold is too low, recognition system may accept imposter. FAR 

means this situation and the range of FAR is from rejecting all imposters to accepting all 

imposters. On the other hand, clients are often rejected if the threshold is too high, FRR 

means this situation and the range is from rejecting all clients to accepting all clients. 

Biometric system occurs error when the range of FAR and FRR are overlapped. In this 

case, the threshold to minimize the error is the point that equal out for FAR and FRR and 

the point is called Equal Error Rate (EER) (Figure 1.12). 

Performance evaluation of biometric recognition system is implemented in Korea 

Figure 1.12 FAR, FRR and EER graph
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National Biometric Test Center (K-NBTC), South Korea (Table 1.3) [54].

The best way to compare the performance between the systems which have low FAR 

/ high FRR and high FAR / low FRR is taking into account EER. The system which 

have lower sum of FAR and FRR in the lowest EER point is better than higher. Because 

this method is available only when the test set is infinite and representative, impossible 

in practice. But if you want to compare two systems, it should be used with same test 

data calculated by same test protocol [55].

Table 1.43 Biometrics evalution items in South Korea (K-NBTC)

Evaluation items

Major

FAR (False Accept Rate)
FRR (False Rejection Rate)
FNMR (False Non-Match Rate)
FMR (False Match Rate)
EER (Equal Error Rate)
FTE (failure To Enroll rate)
FTA (failure To Acquire rate)

Minor

DET ( Detection Error Trade-off)
ROC (Receiver Operating Characteristic)
Extraction Time
Matching Time
Throughput
Maximum template size
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Chapter 2 Development of an MSP Module for Novel 

Biometric Technology Based on Skin Tissue 

Optics

2.1 MSP Module Design

LED-Photodiode matrix composed of 940 nm NIR LEDs (SFH4240, OSRAM, 

München), 860 nm NIR LEDs (SFH4650, OSRAM, München), 640 nm red LEDs 

(APT2012SECK/J3, Kingbright, Taiwan), 590 nm yellow LEDs (APT2012SYCK/J3-PRV, 

Kingbright, Taiwan), 520 nm green LEDs (APT2012ZGCK, Kingbright, Taiwan), 465 nm 

blue LEDs (APT2012VBC/D, Kingbright, Taiwan) and Photodiodes (SD019-111-411, 

API, Michigan) is designed and included in circuit to operate wavelength control and 

intensity measurement simultaneously. 7 photodiodes is located in a row to obtain 1 x 7 

patterns. MSP module (fabricated in Board Lab, Incheon) is separated into sensor part 

consist of LEDs and photodiodes (Figure 2.1), analog circuit part for control the LED 

power, photocurrent and MCU part for control the signal flow (Figure 2.2). Sensing part 

is designed to measure the intensity by arranging visible LEDs in first row, photodiodes 

in second row, NIR LEDs in third row respectively. Also, a blocking board is attached to 

the matrix to minimize noise from the ambient light. Pattern results are compared 

between airgap existence (so-called contact light source) and nonexistence (so-called 



２６

contactless light source). The distance from skin surface to the contactless light source is 

0.3 mm and assumed to be filled with air. Epoxy resin is put on LEDs and photodiodes to 

remove the air gap between epidermis and light source. Analog circuit part of MSP is 

made of variable resistor to control the LEDs power or photocurrent of photodiodes 

respectively.
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Figure 2.2 Schematization of an MSP module

           

Figure 2.1 LED matrix 

(a) contactless matrix with air gap (b) contact matrix without air gap
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2.2 Software Design

Software shows quantitated photocurrent values from 7 - channel photodiode in a 

graph on the computer monitor (Figure 2.3) and power of LEDs and photodiodes could 

be controlled on the PC screen. Photodiode signals are digitized as 10 times / 1sec.
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Figure 2.3 Quantitated photocurrents on a screen
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2.3 Procedure

Enrollment Process

Subjects are random group with diverse ages and genders. Additionally, any 

treatments or cleansing are not involved at the scan region before experiments. After 

signal calibration with a black calibration board, matrix is placed on left or right wrist of 

subjects corresponding to experimental purpose. Photodiodes listed in a row are located

in opposite numerical number order, namely channel 7 to 1, from left side of the wrist

(Figure 2.4). Matrix is also pushed with proper pressure to prevent data noise from 

ambient light and we measure the signals, taking notice of consistent the pressure. 

Measurements are repeated 5 times by each wavelength. First pattern serves as reference 

template and another 4 patterns are used for test patterns (exclusion of 860 nm). Signals 

are obtained for 5 seconds per once. We mark square brackets on the wrist to measure at 

the same position. All subjects relax his or her hand in every single measurement except 

pattern difference experiment by gestures. Wavelengths from LED sources are reflected 

or scattered in inner skin and return to the out of surface. Photodiodes read and amplify

Figure 2.4 Measured position



３１

the signals (Figure 2.5).

All subjects are as follows (Table 2.1).

Verification Process

Authentication performance of MSP technology is evaluated by classifying reference 

Table 2.1 Subjects list

Subjects Gender Ages Subjects Gender Ages

A Male 40 K Male 20

B Female 20 L Male 30

C Female 20 M Female 20

D Female 50 N Male 40

E Male 60 O Male 20

F Male 20 P Male 20

G Male 20 Q Male 40

H Male 20 R Male 20

I Male 20 S Male 20

J Male 20 T Female 20

Figure 2.5 Measurement schematization
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template and test patterns using SVM. We obtain average value of photocurrents data for 

each photodiode and subtract calibration value from average. Various kernel function 

options (linear, quadratic, polynomial, RBF, MLP) are considered for enhancing the 

classification performance and accuracy, specificity, sensitivity, FAR, FRR and EER

values are calculated by kernel functions respectively.
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2.4 Skin Measurement Procedure

2.4.1 Pattern Difference Between Contactless / Contact Light Source

To compare the effect by contact between skin surface and the light source, we 

measure the patterns with both contactless and contact matrixes on the left wrist of 6 

subjects (I, J, K, L, M, N). The wavelength from LEDs on contactless matrix passes 

through the air gap while light from contact matrix passes through the epoxy resin. All the 

tests were repeated 5 times in the same condition using 940 nm without any pre-treatment. 

1) Results and Discussions

Quantity of signal intensity has no difference between contactless and contact 

matrixes. But pattern forms are patently different (Figure 2.6). As a result of SVM 

classification with obtained pattern data, all EER values of contactless patterns are more 

than 0.05 whereas all EER values of contact patterns are below 0.05 except RBF function 

result. Therefore, pattern differences by contact light source are more significant than 

contactless light source. All later experiments are tested with contact matrix.
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Figure 2.6 Patten differences between contactless and contact light source
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2.4.2 Pattern Difference by Ambient Light Power

Data is measured to observe noise from ambient light, altering the lighting condition. 

Pattern obtained in the darkroom is set as a calibration value and another patterns are 

tested under LED lighting (engoth-4600W, prism) with 3 power steps; 600 lux, 900 lux, 

1200 lux at a distance of 30 cm. Data is compared by SVM classification with 5 types of 

kernel functions after subtraction calibration value.

1) Results and Discussions

Theoretically, no error should be measured because MSP matrix is pressed to 

eliminate gap with skin surface. As predicted, there is little error by different ambient SC: 

Table 2.2 Evalution values of kernel functions by (a) contactless and (b) contact matrix

(a)                                         

Kernel WL Accuracy Specificity Sensitivity FAR FRR EER

Linear 940 nm 0.924 0.917 0.958 0.083 0.042 0.063

Quadratic 940 nm 0.896 0.925 0.750 0.075 0.250 0.163

Polynomial 940 nm 0.896 0.942 0.667 0.058 0.333 0.196

RBF 940 nm 0.910 0.925 0.833 0.075 0.167 0.121

MLP 940 nm 0.889 0.875 0.958 0.125 0.042 0.084

(b)                                         )

Kernel WL Accuracy Specificity Sensitivity FAR FRR EER

Linear 940 nm 0.927 0.912 1.000 0.088 0.000 0.044

Quadratic 940 nm 0.927 0.912 1.000 0.088 0.000 0.044

Polynomial 940 nm 0.933 0.920 1.000 0.080 0.000 0.040

RBF 940 nm 0.853 0.944 0.400 0.056 0.600 0.328

MLP 940 nm 0.913 0.896 1.000 0.104 0.000 0.052
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Stratum corneum, LE: Living epidermis, PD: Papillary dermis, UD: Upper blood net 

dermis, RD: Reticular dermis, DD: Deep blood net dermis, SF: Subcutaneous tissue light 

power (Figure 2.7). Numerical value changes are not considered as all errors are in the 

standard deviation range. Therefore, we ignore the effect of ambient light in later 

experiments. 

2.4.3 Classification 15 Subjects as 940 nm Wavelength

We infer the MSP technology possibility as biometric system by enlargement of 

subject group. 940 nm MSP patterns of 15 subjects (A, B, C, D, E, F, G, H, I, J, K, L, M, 

N, P) are classified by SVM in the same temperature and ambient light but different place 

and time.

Figure 2.7 Numerical value changes by ambient light power
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1) Results and Discussions

Patterns from NIR range are clearly distinguished because all the EER values of each 

kernel functions have more than 0.9 (Table 2.3). EER values are higher in order of linear 

< RBF < MLP < quadratic < polynomial. However, accuracy is risk for decline because 

extent of subjects group would be increased more than at least 100 times to perfume as 

biometrics. So, further study should be followed to extract more distinguishable features.

2.4.4 Pattern Difference by Wavelengths

8 subjects (Q, B, D, E, R, S, T, C) are tested with 940 nm (NIR), 640 nm (red), 590

nm (yellow), 520 nm (green), 465 nm (blue) and obtained patterns are schematized.

1) Results and Discussions

Data intensity is higher in order of 465 nm (blue) < 520 nm (green) < 590 nm

(yellow) < 940 nm (NIR) < 640 nm (red) in a rough way. The reasons that the intensity 

from 465 nm, 520 nm are 1) LED lumionus intensity is lower than about 1/3 compared to 

that of 940 nm and 640 nm LEDs and 2) sensitivity of Si photodiode used in MSP module 

Table 2.3 Evalution values of kernel functions by NIR MSP patterns

Kernel WL Accuracy Specificity Sensitivity FAR FRR EER

Linear 940 nm 0.926 0.920 1.000 0.080 0.000 0.040

Quadratic 940 nm 0.940 0.943 0.902 0.057 0.098 0.078

Polynomial 940 nm 0.937 0.940 0.885 0.060 0.115 0.088

RBF 940 nm 0.931 0.929 0.967 0.071 0.033 0.052

MLP 940 nm 0.917 0.916 0.934 0.084 0.066 0.075
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is affected by wavelengths. In practice, relative sensitivity of Si photodiode with respect 

to 465 nm (blue) is lower aboout 43.3 % than 940 nm (NIR) [56]. Moreover, photodiodes 

have difficuty in signal measurements since melanin in epidermis reflects or scatters blue 

light up to 470 nm. Therefore, type of photodiode change and / or LED power increase  

are essential to obtain spectral feautures in blue-green range. After later experiments, data 

of blue-green range is excluded. 

Patterns of 8 subjects are generated distinctively (Figure 2.8). This result is caused 

by individual difference of component properties or structure scattering or reflecting 

wavelengths within the skin tissue such as Palmaris longus, flexor carpi radialis and etc..

The nearest photodiodes with LEDs absorb higher intensity than the other, so basic forms 

of patterns are similar. But individual differences are observed in numerical values and 

ratio. In addition, if some of subjects show similar pattern in certain wavelength, we 

could distinguish by other wavelength patterns. This is the reason the MSP technology is 

capable of biometrics. For example, the Q and E, B and T who obtain similar patterns in 

640 nm have apparently different signals of photodiode 1-2 in 940 nm. 

Except data of 520 nm and 465 nm, all data is classified by SVM (Table 2.4). As a 

result, all the functions have high accuracy more than 0.95 except MLP. EER values are 

also less than 0.1, performance of MSP is sufficient as biometric system. EER values are 

decreased in order of 590 nm > 940 nm > 640 nm, we infer an optical information in 640 

nm includes the most individual difference. EER values are increased in order of linear < 

polynomial < quadratic < MLP < RBF function.
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Figure 2.8 Pattern schematization by wavelengths
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2.4.5 Pattern Difference by Water Content

To observe the pattern alternation by skin water content, experiments proceed under 

the artificial implementation of moisture. Moisture ratio by skin depths is measured 

using moisture meter (MoisturemeterD, Delfin). Moisture meter has four probes able to 

measure the water content at 0.5 mm, 1.5 mm, 2.5 mm, 5 mm depth respectively and 

sensitive both of free and bound water. Moisture ratio represents as tissue dielectric 

constant (TDC) value measured at 300 MHz. Reference template is data without any 

treatment or water injection. Gauze damped with saline solution is left on the wrist for 

10 sec., 30 sec., 1 min., 5 min., 10 min., 20 min. and 30 min. each, to increase the 

Table 2.4 Evalution values of kernel functions by various wavelength patterns

Kernel WL Accuracy Specificity Sensitivity FAR FRR EER

Linear
940 nm 0.963 0.958 1.000 0.042 0.000 0.021

640 nm 0.946 0.939 1.000 0.061 0.000 0.031

590 nm 0.979 0.980 0.971 0.020 0.029 0.025

Quadratic
940 nm 0.960 0.966 0.912 0.034 0.088 0.061

640 nm 0.991 0.990 1.000 0.010 0.000 0.050

590 nm 0.982 0.988 0.943 0.012 0.057 0.035

Polynomial
940 nm 0.960 0.971 0.882 0.029 0.118 0.074

640 nm 0.982 0.985 0.964 0.015 0.036 0.026

590 nm 0.989 0.996 0.943 0.004 0.057 0.031

RBF
940 nm 0.971 0.987 0.853 0.013 0.147 0.080

640 nm 0.964 0.959 1.000 0.041 0.000 0.021

590 nm 0.979 0.996 0.857 0.004 0.143 0.074

MLP
940 nm 0.820 0.803 0.941 0.197 0.059 0.128

640 nm 0.768 0.740 0.964 0.260 0.036 0.148

590 nm 0.864 0.865 0.857 0.135 0.143 0.139
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moisture in skin. We obtain a data in 940 nm, 640 nm and 590 nm range. Gauze is 

treated to prevent drying out. Measured data is classified by 5 kernel functions of SVM.

1) Results and Discussions

It is known for the deeper skin depth, the lower moist ratio. However, as a result of 

measurement of TDC values by skin depth at various body sites, the moisture ratio by 

depths is different as body site [57] because of quantity of low water-content fat and other 

component [58]. In this study, TDC value at 1.5 mm is lower than value of 2.5 mm

(Figure 2.9). As a result of comparison trend line grades, moisture ratio has rapid increase 

at a surface, less effect at a deeper position and almost no effect at the close subcutaneous 

Figure 2.9 Water content by skin depths
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tissue. Even the TDC value is maintained constant after 5 min. at epidermis despite of 

artificial water supply, so we realize the limitation of external water supply to inner skin.

Data accuracy from 940 nm and 640 nm is higher than 0.9 with most of kernel functions 

except MLP. FAR, FRR and EER values show excellent classification. Therefore, we 

notice pattern maintenance in spite of water content changes. EER values of each kernel 

functions are increased in order of RBF < quardratic = polynomial < linear < MLP.

2.4.6 Pattern Difference by Hand Gestures

Hand gesture change causes movements or locations of tendons, ligaments, muscles 

Table 2.5 Evaluation values of kernel functions by patterns with differenct water 
content

Kernel WL Accuracy Specificity Sensitivity FAR FRR EER

Linear
940 nm 0.946 0.939 1.000 0.061 0.000 0.031

640 nm 0.911 0.898 1.000 0.102 0.000 0.051

590 nm 0.964 0.959 1.000 0.041 0.000 0.020

Quadratic
940 nm 0.911 0.898 1.000 0.102 0.000 0.051

640 nm 0.946 0.939 1.000 0.061 0.000 0.031

590 nm 0.000 1.000 1.000 0.000 0.000 0.000

Polynomial
940 nm 0.929 0.918 1.000 0.102 0.000 0.051

640 nm 0.946 0.939 1.000 0.061 0.000 0.031

590 nm 1.000 1.000 1.000 0.000 0.000 0.000

RBF
940 nm 0.946 0.939 1.000 0.061 0.000 0.031

640 nm 0.946 0.939 1.000 0.061 0.000 0.031

590 nm 1.000 1.000 1.000 0.000 0.000 0.000

MLP
940 nm 0.929 0.918 1.000 0.082 0.000 0.041

640 nm 0.893 0.878 1.000 0.122 0.000 0.061

590 nm 0.982 0.980 1.000 0.020 0.000 0.010
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and other structures. Following experiment proceed to confirm the pattern difference 

by Gestures. Left inner wrist of subject is clearly contacted with LED matrix and 

pattern data is obtained, changing hand gestures. Data in relax position is selected as 

reference template. Gestures for test set are ordinary behaviors possible to use in a 

routine life. 940 nm, 640 nm and 590 nm range wavelength are used to obtain data 

and we classify data by 5 kernel functions of SVM. We also take pictures with IR 

camera to observe the movement change of blood vessels in gesture alternation 

(Figure 2.10).
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(a)

(b)

Figure 2.10 (a) Ordinary gestures and (b)movements of blood vessels when changing 

gestures
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1) Results and Discussions

Location of blood vessels has no effect by gesture changing. There are 9 tendons 

linking between muscles of forearm and fingers, another tendon linking palm muscles 

and a median nerve covered by of palmar carpal ligament in inner wrist. When we move a 

hand, we use these tendons and ligament and all of these are located on center of the wrist. 

All each pattern difference by gestures is more focused on 3, 4, 5 and 6 photodiodes than 

1, 2 photodiodes (ulnar side) (Figure 2.11). Especially the pattern difference in 640 nm is 

significant, so we realize that specific components moved in gesture alternation have 

features to scatter and / or reflect 640 nm wavelength. Data deviation in 590 nm is 

unstable at 6, 7 photodiodes as well as 3, 4, 5 and 6 by contact instability caused by 

tendons projected when gesture changing.

Low EER value means high similarity because patterns are well classified 

notwithstanding gesture changes. SVM classification indicates the high accuracy in 940 

nm and 590 nm data for all kernel function types but patterns in 640 nm are classified a 

little from others (Table 2.6). EER values are increased in order of polynomial < RBF < 

linear < quadratic < MLP.
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Figure 2.11 Pattern deviation by gestures
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2.4.7 Pattern Difference Between Both Wrists

Patterns of left and right wrists are compared to observe whether his or her both 

wrists have similar patterns. Both wrists patterns of 7 subjects (B, D, E, R, S, T, C) are 

obtained in 940 nm, 640 nm, 590 nm range and classified by SVM.

1) Results and Discussions

Both left and right wrists represented same patterns save the necessity of notice

whether wrist is left and right in enrollment process of biometric system. EER value is 

increase when the SVM classified both wrists as the same person. As a result of 

Table 2.6 Evaluation values of kernel functions by patterns with gesture changing

Kernel WL Accuracy Specificity Sensitivity FAR FRR EER

Linear
940 nm 0.953 0.946 1.000 0.054 0.000 0.027

640 nm 0.703 0.661 1.000 0.339 0.000 0.170

590 nm 0.953 0.946 1.000 0.054 0.000 0.027

Quadratic
940 nm 0.984 0.964 1.000 0.036 0.000 0.019

640 nm 0.750 0.714 1.000 0.286 0.000 0.143

590 nm 0.953 0.946 1.000 0.054 0.000 0.027

Polynomial
940 nm 0.969 0.964 1.000 0.036 0.000 0.018

640 nm 0.875 0.857 1.000 0.143 0.000 0.071

590 nm 0.953 0.946 1.000 0.054 0.000 0.027

RBF
940 nm 0.984 0.982 1.000 0.018 0.000 0.009

640 nm 0.750 0.714 1.000 0.286 0.000 0.142

590 nm 0.953 0.946 1.000 0.054 0.000 0.027

MLP
940 nm 0.969 0.964 1.000 0.036 0.000 0.018

640 nm 0.703 0.661 1.000 0.339 0.000 0.170

590 nm 0.938 0.929 1.000 0.071 0.000 0.036
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classification, some of the subjects (B, C, R) have similar patterns on his or her both 

wrists however, most of them have obvious difference between both wrists (Table 2.7).

Data is inaccurate in 640 nm especially. Therefore we realize components scattering and / 

or reflecting 640 nm wavelength contain the most optical information of individuals 

along with the best individual classification results in 640 nm in 2.4.4. experiment.
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2.4.8 Reproducibility of Skin Spectral Pattern

To confirm reproducibility of MSP pattern, one subject measures the data 3 times per 

one day during seven days randomly. Patterns from first day are considered as reference 

template using 940 nm, 640 nm and 590 nm range, and another data from second to seven 

days become test set. All the data are classified by SVM.

Table 2.7 Evaluation values of kernel functions by difference between both wrists

Kernel WL Accuracy Specificity Sensitivity FAR FRR EER

B
940 nm 0.563 0.625 0.500 0.375 0.500 0.438

640 nm 0.875 0.875 0.875 0.125 0.125 0.125

590 nm 0.500 1.000 0.000 0.000 1.000 0.500

D
940 nm 1.000 1.000 1.000 0.000 0.000 0.000

640 nm 1.000 1.000 1.000 0.000 0.000 0.000

590 nm 1.000 1.000 1.000 0.000 0.000 0.000

E
940 nm 1.000 1.000 1.000 0.000 0.000 0.000

640 nm 0.778 1.000 0.556 0.000 0.444 0.222

590 nm 0.688, 0.875 0.500 0.125 0.500 0.313

R
940 nm 1.000 1.000 1.000 0.000 0.000 0.000

640 nm 0.500 1.000 0.000 0.000 1.000 0.500

590 nm 1.000, 1.000 1.000 0.000 0.000 0.000

S
940 nm 1.000 1.000 1.000 0.000 0.000 0.000

640 nm 0.875 0.875 0.875 0.125 0.125 0.125

590 nm 0.773 0.818 0.727 0.182 0.273 0.228

T
940 nm 1.000 1.000 1.000 0.000 0.000 0.000

640 nm 0.833 0.889 0.778 0.111 0.222 0.167

590 nm 0.950 0.900 1.000 0.100 0.000 0.000

C
940 nm 0.875 0.875 0.875 0.125 0.125 0.125

640 nm 0.583 0.333 0.833 0.667 0.167 0.392

590 nm 0.500 0.625 0.375 0.375 0.625 0.500
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1) Results and Discussions

As a result of reproducibility, skin spectral patterns are affected by a lot of variables

(Table 2.8). The two reasons of low reproducibility of spectral patterns exist roughly: 

measurement location and components changes. First of all, MSP patterns are greatly 

influenced by measurement location. Input position and detector position changes make 

different photon pathway within the skin. Photon pathway change means change of 

scattering centers and absorbers located in the pathway, it could cause alternation of 

optical information after all. Therefore, the proper ways to measure at the same location 

or to revise the value are essential to obtain long-term data. Second, optical information 

has not only unchangeable components such as structure, density, dispersion, size of 

components but also changeable characteristics (rate of Hb and HbO2, blood sugar level)

changed by variables. This is the reason that experiments under perfect variables control 

are needed. Moreover, meaningful results would be inferred when data is accumulated 

under the control of conditions affecting pattern changes. 
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Table 2.8 Evaluation values of kernel functions by long-term data

Kernel WL Accuracy Specificity Sensitivity FAR FRR EER

Linear
940nm 0.500 0.571 0.000 0.429 1.000 0.715

640nm 0.465 0.429 0.722 0.571 0.278 0.425

590nm 0.500 0.571 0.000 0.429 1.000 0.715

Quadratic
940nm 0.500 0.571 0.000 0.429 1.000 0.715

640nm 0.506 0.579 0.000 0.421 1.000 0.711

590nm 0.424 0.484 0.000 0.516 1.000 0.758

Polynomial
940nm 0.251 0.286 0.011 0.714 0.989 0.852

640nm 0.375 0.429 0.000 0.571 1.000 0.786

590nm 0.625 0.714 0.000 0.286 1.000 0.643

RBF
940nm 0.875 1.000 0.000 0.000 1.000 0.500

640nm 0.875 1.000 0.000 0.000 1.000 0.500

590nm 0.875 1.000 0.000 0.000 1.000 0.500

MLP
940nm 0.663 0.758 0.000 0.242 1.000 0.621

640nm 0.671 0.767 0.000 0.233 1.000 0.617

590nm 0.621 0.709 0.000 0.291 1.000 0.646
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Chapter 3 Conclusions

As Fintech and internet service based on IT are generalized, social damage by data 

spill has been increased. To improve existing security system at risk for loss and theft of 

password or security card, biometrics is developed. Biometrics is certification system 

using human body features and this technology is focused due to several advantages such 

as theft and imitation difficulty and no risk for loss. But biometrics is commercialized

little because possibility of imitations exists and be affected seriously by external 

environment. For this reason, experts applied the anti-spoofing technology. Anti-spoofing 

recognize inner tissue using MSI. In this study, MSI is applied on tissue and skin optical 

properties are observed by possibility as identification. LED matrix is fabricated with 940

nm, 640 nm, 590 nm, 520 nm, 465 nm LEDs and photodiodes arranged in a row and 

contact with a skin. LED matrix measures scatter/refection intensity from skin after light 

exposed to inner wrist by wavelengths. SVM, one of the most generalized machine 

learning method, classifies individuals with obtained data. Since SVM depends on the 

types of kernel function, Classification performance is compared by kernel functions. 

Pattern intensity is similar as a result of the existence or nonexistence of air gap among 

infrared light source and skin. However, pattern shapes are different and EER value of no 

air gap is lower than that of air gap existence. The effect of ambient light is insignificant. 

Using 940 nm, pattern data of 15 subjects is classified and have result of high accuracy 

over 0.9 and low EER value under 0.1. But a population is too small to infer, subjects 

over 100 times are required to obtain reasonable result. Degree of pattern difference by 
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wavelength is most apparent in 940 nm and 640 nm, insignificant intensity is obtained in 

520 nm and 465 nm because of LED power and Si photodiode sensitivity. Therefore, 

photodiodes change and/or increase LED power are needed to measure data in green and 

blue range. Individual patterns by 940 nm, 640 nm, 590 nm wavelengths are 

distinguishable clearly due to the difference of components or structures in inner wrist.

Patterns from the same person are different by wavelengths, thus two subjects with 

similar patter are classified sufficiently by comparison data from other wavelengths. 

Amon 5 different wavelengths, data from 640 nm is most different individually. Pattern 

difference by water content in skin could be ignored and difference by gestures has the 

largest errors in 640 nm. This result means tendons and ligaments changed in hand 

movements have a lot of components scattering and / or reflecting 640 nm. Also, most of 

subjects are distinguished between their both left and right wrists patterns. Data from 640 

nm wavelength is inaccurate because the patterns of both wrists in 640 nm are similar.

Data reproducibility is too low to apply to biometrics. Therefore, the ways to calibrate 

locations or control the variables should be studied.

If effects on the skin spectral signals by variables could be turned out, the patterns 

not only have higher reproducibility but also are considered as a medical data. Research 

with much bigger subjects group should be followed to develop as a biometric system. In 

addition, 2-dimensional module would be fabricated to enhance the reliability because 

data from 2-D matrix module contains more distinguishable distance information between 

emitters and detectors.
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문 약

IT 술 반 비스가 보편 개 보 한 문

가 고 다. 생체 술 보안 술에 비해 실, 도난

험 없는 에 각 받고 다. 본 연 에 는 가 피 내에 산란

– 반사를 키고 돌아 나 는 과 에 포함하는 학 보가 개 별

다르다는 것에 착안하여 피 학 보를 생체 술 하고

하 다. 원과 피 가 상태 , 주변 에 한 변 , 940 nm 

얻 개 별 학 보 차 , 피 수 함량에 한 변 , 양에

른 변 , 양 차 및 7 간 재 실험 진행하 다. 

든 포트 벡 신 류 법 류 었다. 그 결과 주변

과 수 함량에 한 향 없었고 940 nm 얻 학 보는 EER 

0.05 하 식별률 보 나, 피 학 재 낮았다. 

라 , 치 보 및 변수 통 를 한 연 가 진행 어야 하 재

보 편리하고 휴 가능한 생체 술 발 할 것 보 다.

핵심 는 말: 보안 , 개 식, 생체 , 직 학, 피 식, 

포트 벡 신, 본 거 , 타 수락 , 동 에러


